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Available Conditions and Actions

Conditional Parameters
 Application name
 Network interface type or speed
 Network name
 Access point SSID or MAC address 

(BSSID)
 Port number (source and/or 

destination)
 IP address (virtual Mobility source 

address, native network source 
address, or destination address)
 Time, date or day-of-week, 

including recurrence

 Connection duration
 Loss of connection
 Mobility client version
 OS version and/or processor type

Role-Based Policy Classifications
 All users
 Groups of users
 Classes of devices
 Specific devices
 Specific users

Actions
 Allow through VPN
 Block from VPN
 Bypass VPN
 Disconnect application
 Enable local network access
 Set web acceleration levels
 Set routes
 Execute command line
 Override interface speed
 Issue user alert
 Enable/disable roaming

Use wireless LANs and 
hotspots securely and 
seamlessly. Wireless LANs 
and hotspots offer convenience 
and bandwidth, but may offer 
only minimal security.  Policies 
can selectively permit or deny 
application traffic based on 
the access point or hotspot 
provider. 

When in range of a Wi-
Fi hotspot that requires 
authentication, policies can 
facilitate the user logon. 

Centralized, flexible control.  
Typical VPNs usually require 
different profiles on each 
device to address changing 
environments and needs. The 
profiles are burdensome to set 
up much less keep up-to-date.  
And mobile workers rarely 
remember when and how to 
use them correctly. 

From the Mobility console, 
administrators create rules, 
with conditions and the actions 
to take when the conditions 
are met.  Individual rules are 
combined into policies, to 
which different sets of users are 
subscribed.

The policies are auto-
matically pushed out to the 
mobile devices where the rules 
are enforced automatically and 
transparently for each mobile 
worker, at the right times and 
situations. When rules need to 
change for an individual, work 
group or entire organization, 
updates can be pushed out 
automatically with one click.

Assign policies by role. 
Sales representatives, service 
personnel and executives 
may be granted different 
access rights to network 

Sample Policy Uses

resources with easy-to-
manage hierarchical controls. 
By aligning workgroups 
with organizational roles, 
administrators can alter 
policies for thousands of users 
at once and exercise extremely 
granular control enterprise-
wide with just a handful of 
rules.

Quickly apply enterprise-
specific policies. The Policy 
Management module ships 
with a set of predefined 
rules and policies, ready for 
use. The preset rules handle 
many common scenarios and 
can be quickly modified for 
enterprise-specific use. A set of 
tight, customized policies can 
be implemented in minutes. 

  Block e-mail traffic, web    
 surfing or video streaming from  
 slow connections, or disable   
 them completely

  Restrict traffic to the    
 corporate IP address range 

  Selectively disable compression  
 for resolution-critical intranet   
 sites

 Control applications or access by  
 time-of-day or network in use

 Automatically synchronize data  
 or update antivirus when a   
 high-bandwidth connection   
 becomes available

 Extend desktop management   
 tools and applications to mobile  
 devices

 Block network access by trojans  
 or other malware

 Turn off the VPN when a  
 device connects to Ethernet and  
 turn it on automatically on  
 wireless networks

 Implement policies for whole  
 classes of users, based on their  
 roles in the organization


